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Email spoofing via lookalike
domain

Spoofed domain addresss Original domain addresss

From: John@domaln.com From: John@domain.com
Sent: 16-06-2022 Sent: 16-06-2022
To: Clara@thestore.com To: Clara@thestore.com

Subject: Email verification required Subject: Email verification required
Dear product manager Dear product manager

You need to verify your email account or it would be You need to verify your email account or it would be
deleted within 24 hours. Please click here to verify deleted within 24 hours. Please click here to verify
the email account the email account

Regards Regards

John John
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® whatsApp wigad AR @

Make sure you are logged out from not in use device.

Go to Three Dots >WhatsApp Web> Log Out from all
Devices

Always use Two-step verification

Go to Settings >Account>Two-Step Verification

Do hide your last seen

Go to Settings> Account>Privacy>Last Seen>Nobody

Hide your profile picture and about

Go to Settings>Account >Privacy>Profile Picture/About >
Nobody /My Contacts

Do turn off Read Receipts

Go to Settings>Account>Privacy>Read Receipts

Do change the setting of group chat so that no one
unknown can add you.

Go to Settings>Account>Privacy>Groups>My Contacts

£ Facebook wigal A2 f

Make sure to Logout on Unwanted Device

Go to Setting & privacy>Setting>Security & Login

Always use two factor Authentication

Go to Setting & privacy>Setting>Security & Login> Two factor
Authentication

Make sure you have set up Login Alerts

Go to Setting & privacy>Setting>Security & Login> Get Alerts
about unrecognized Login

Make sure you are using safe browsing

Go to Setting & privacy>Setting>Security & Login> safe
browsing

Do lock your profile

Go to Setting & privacy>Setting>profile locking

Do turn on the face recognition feature

Go to Setting & privacy>Setting>face recognition



Instagram yigfazil Al

Do setup Two-Step Verification

Go to Setting>Security>Two-Factor Authentication
Make sure you have a Private Account

Go to setting>Privacy>Privacy Account (make it on)
Choose wisely who can Tag you

Go to Settings>privacy>tags(Turn on Manually approve
Tags)

Don't get yourself in suggestions to other people
Go to Settings>Account>Contacts syncing

Do remove access on unnecessary Apps& Websites
Go to Setting>Security>Apps& websites

Don't let people know your Active status

Go to setting>Privacy>Activity status(turn it off)

@ snapchat uidaxdl Al @

Enable Two-factor authentication

—>Go to your Profile > Settings, then tap the button beside
SMS Verification to turn it on

Make Sure who Can Contact You

—>To do this, go to Settings, look for the Contact Me option
under the Who can... Heading, and tap My Friends so a
checkmark appears nextto it.

Select Who You Want to See Your Stories

—>Go to Settings Scroll down to the View My Story. Then,
you can select Everyone, My Friends or build a custom list.
Hide Yourself from the Quick Add Section

—>Profile > Settings (gear icon) and selecting See Me in
Quick Add.
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Self Reporting Portal
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YR&lIF HRE0{d Sl B AWSIRA] APIRS Slrad usdl [Agl
s12)(d agRal Hi2 2lasirifAserd [AdpiHl dPIRs Slgd
USGE . AAR AHiilHi Ag, CEIR, TAFCOP, KYM, RICWIN,

~

KYIci212 3l [Adel Hisycl €.

(?) A& (Report Suspected Fraud Communication):

~ ~

gl HI21RSIA Sic, SMS Hudl cSl21AU gIRI Uikd 2ddl
2iSIRUE AL2lIRAUSIR Bdl S dsdl 2iss AdRAHl/ die?l
JHIS/Eid AHIS/BIH AHIS: 3H21d| KYC HAUS2/ Eid aid]
s1el/s(RIE salH] Y [Ae 2410 8.

(Q) AdlvaH AR vl Uidd
(https://sancharsaathi.gov.in/) U2 se/d SiH Urs U2
Citizen Centric Services U2 [sGs s2l.

() sd Report Suspected Fraud Communication U2
(5GiIs s3] Continue for Reporting U2 [sGls s3l.

(3) Call, SMS, WhatsApp Hiall sig) 2As Il Adldse s
S ZHIeHall 241Ul 412
9dUIS] i1, RuIIRuiIe 52213 AlAsea s3), 514202 212
S3l.

(¥) 89 DAUISIAT AHY, dIFlH dal = HI[Sd] 2414,
HIHIEA AHR EIHA S3] d211 OTP
dRsig s2ud] 241ud] sl s1vE s:Adl.
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() CEIR (Central Equipment Identity Register):
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Lost/Stolen Mobile, Un-block Found Mobile, Check
Request Status, Forgot Request ID Hiall 3 GIE]| usdi
B elH U [sGs s2.

(3) Block Lost/Stolen Mobile JHIRI4HI Device
Information, Lost Information, Mobile Owner
Personal Information dall OTP GQSIEJ s2id] Submit
SRR


https://sancharsaathi.gov.in/

(3) TAFCOP (Telecom Analytics for Fraud
Management and Consumer Protection):
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Mobile Number, Captcha, d2il OTP ElHcl s3I

Login s3l.

HiHIgd AoRsIFuHA  dHAdl Al dladl Hidigda

SAsIdd] ujl d2l HIHIE A dHR HAIdL], dHS HIHIg A
AU 412 Not My Number, Required, Not Required
gall BNRiAHI2]] el usdi ARl Al disa s2dl.

(¥) KYM (Know Your Mobile):

KYM gIRl, dH dHIRI HIHIEE BUuseid WIledIusdl ddl HiidI

As12{] 21s1 €91 Hingeid1 US[@B21 01154 UR IMEI GG Si1 8. d

HiHIgdA [Aa/gaaigJA U HuUll 21S 9. dHIRI HIHIg e uedl dn
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uscdell GualioIHi &, dl sul s3A HIKIg A Wledid 21ul.
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KYM i BUlinl 3 ugldul gil aief 215 £9:
Web Portal giRl, KYM JAES21d gll +421cll SMS gIRl.

e SMS 14422 U KYM<15 digit IMEI number= 218y s3]
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* Web PortalHi,
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Citizen Centric Services U2 [SsAs s2.
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(1) RICWIN (Report Incoming International Call With
Indian Number):
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e ds[As 3d di 1963/1800110420 UR rs1R| S3)
Q1S €91.


https://sancharsaathi.gov.in/
https://sancharsaathi.gov.in/

(9) KYI (Know Your Wireline Internet Service Provider):
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(ISPs) il [A21d1 duiRAaiH] A& 2410 . His=ycl d121[RsiA PIN
SIS, ARdIY Vdl ISP AIH €l s34 g1l e A
usinigHi sighuel ISP sirs3] elieic HI2 AaiH KdId 8.

(Q) AivaH vkt Uida
(https://sancharsaathi.gov.in/) U? sefd SIH Urs U
Citizen Centric Services U= [sA s s3l.

() 84 Know Your Wireline Internet Service Provider U2
[sGis s2.

(3) Search by PIN Code, Search by Address d2ll Search
by ISP Name Hi2ll 2As 211 weid Al dse s3] A2 s2.


https://sancharsaathi.gov.in/
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